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Executive Summary 
The PANOPTIS resilience framework is developed from the definition of resilient 

infrastructure as a system capable of dealing with scenarios linked to disastrous events 

with the aim of minimizing service interruptions and quickly recovering. The aim of 

the PANOPTIS resilience framework is to identify and measure the main resilience 

capacities of a road infrastructure system through a holistic approach. In Section 4, a 

systematic literature review provides an analysis of existing resilience frameworks 

dealing with critical infrastructure, in particular road infrastructure (RI), which mainly 

differ in qualitative and/or quantitative approach adopted assessment. The conceptual 

approach presented in Section 5 builds on the indicators associated with the main 

resilience capabilities, i.e. anticipatory, absorptive and coping, restorative and 

adaptive. The components and modules of the PANOPTIS system that respond these 

indicators are identified. The result is a framework that can be realized as an 

integrated system, i.e. the holistic risk assessment platform, that manages the inputs 

and outputs of the components dealing with hazard modelling, structural vulnerability 

assessment, monitoring in routine and post-event situations and adaptation 

methodologies. A RI system can be represented through a graph-network 

representation due to its nature of interconnected and interdependent components. 

Complex network analysis, in Section 6, is proposed to evaluate the network 

performance in possible disruption events through travel-time based measures to 

estimate the road network vulnerability in terms of serviceability and the RI network 

resilience. In section 7, five qualitative metrics to quantify performance, risk and 

resilience are also used in PANOPTIS. The consequences of a hazard event can be 

evaluated according to scenario/intensity-based metrics on a “what if” basis. 

However, for a scenario-independent perspective one can refer to all potential 

scenarios considering the spectrum of likely hazard events. Finally in section 8, the 

list of resilience indicators associated with their subcategories is reported in order to 

identify the input and the scores used for a qualitative assessment. 
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1 Introduction  

1.1 Purpose of the Document 

This document is the first outcome of the Task 4.5 “RI Resilience Framework” of 

Work Package 4 “Multi-Hazards Modelling, Vulnerability and Impact Assessment of 

the RI” of the PANOPTIS project. The aim is to give a definition of PANOPTIS 

resilience framework by providing a description of the conceptual approach. The 

objective is to follow a holistic risk and impact assessment approach to minimise 

exposure of RI to hazards, through understanding and prioritizing of potential risk and 

threats, to reduce the potential impacts and to mitigate risk improving the planning 

and business continuity ensuring alternative supplies, reserve capacity, and/or rapid 

restoration of services, investing in protection and defences. The PANOPTIS 

resilience framework is presented in terms of conceptual approach and introducing 

measures of RI resilience. 

1.2 Intended audience 

This document is useful for stakeholder to understand the conceptual approach to the 

resilience of the PANOPTIS system in order to identify which components and tools 

are used for this purpose, how the integrated PANOPTIS system relates all its 

components. 

D4.3 is public, thus it will be reachable by any interested stakeholder of PANOPTIS 

system. 
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2 Position in PANOPTIS system 

Figure 1 illustrates the PANOPTIS logical architecture as defined in deliverable D2.3 

“Architecture specification” (Vamvatsikos et al. 2019). The PANOPTIS resilience 

framework consists of several modules and module components of the PANOPTIS 

system that, as will be explained in Section 5.3, allow addressing the resilience of the 

road infrastructure according to the main resilience capabilities. The main 

components are highlighted by the dashed rectangles in the PANOPTIS Ecosystem. 

The outcomes of the hazard models and the weather data of now/fore-casting, stored 

in the middleware (DATAMID), are used by Multi-Hazard Vulnerability Modules 

(MHMVs) to perform the structural vulnerability assessment. Road Infrastructure (RI) 

monitoring is to ensure maintenance and, if required, data on damage assessment of 

the road infrastructure in both situations, stored in DATAMID, in order to give 

information for the Incident Management System and Early Warning system 

embedded in the Holistic Risk Assessment Platform (HRAP). All these components 

feed their output into HRAP for performing risk and resilience assessment to be 

returned back to the middleware for storage. 

 

 

Figure 1: Position of Resilience framework within the PANOPTIS ecosystem. 

 

 

HRAP-MHVMs 

RI monitoring 

Hazard Models 

Weather Data 
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3 Resilience for critical infrastructure 

Critical Infrastructure (CI) as defined by European Union (EU) is “an asset, system or 

part thereof located in member states which is essential for the maintenance of vital 

societal functions, health, safety, security, economic or social well-being of people, 

and the disruption or destruction of which would have significant impact in a member 

state as a result of the failure to maintain those functions” [1]. This definition includes 

the road infrastructure (RI) as it is essential for the developing of a society and its 

needs related to the daily mobility of its citizens and the transport of goods. Moreover, 

RIs are often life-line systems for rescuing people and economic values and for 

repairing and restoring other transportation systems. As such, RI systems are 

characterized by interconnections and interdependencies. 

The maintenance and protection of RI, increasingly exposed to natural hazards, 

requires effective risk assessment and mitigation methodologies associated to 

resilience. As introduced in D2.5, a resilient infrastructure is capable of dealing with 

scenarios linked to disastrous events with the aim of minimizing service interruptions 

and quickly recovering. The resilience capacity is defined through 4 Rs (Robustness, 

Redundancy, Resourcefulness and Rapidity) properties [2], which are combined with 

organisational and economic aspects giving the TOSE dimensions (Technical, 

Organizational, Social and Economic) to determine the overall resilience. From these 

fundamental properties, a wide variety of definitions are derived on the resilience of a 

system, which are already discussed in D2.5. Four concepts qualify a system as 

resilient in case of hazard event: 

 the ability to predict and resist the impact, 

 the ability to withstand the damage, 

 the ability to recover after a damage, 

 the ability to modify and adapt. 

EU with the Council Directive 2008/114/EC [1] assesses the need to improve the 

protection of European CIs which is a responsibility of Member States and the 

owners/operators of such infrastructures. To this aim, due to the complexity of CIs, 

risk assessment methodologies are complemented with a resilience approach as arise 

from recent EU policy trends [3]. 

In this context and on the basis of the concepts outlined above, the objective of 

PANOPTIS resilience framework is to identify these abilities in the RI system to 

assess and improve them through a holistic risk and impact assessment approach with 

an integrated system based on Holistic Risk Assessment Platform (HRAP). In this 

first version of the document, the resilience framework will be presented starting with 

an analysis of existing frameworks which well investigate how to implement 

resilience in CIs and in particular RIs. Then, the conceptual approach is presented 

identifying specific measures and indicators for RI resilience. 
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4 Literature review of existing resilience framework 

In this section, an analysis of the existing resilience framework is presented in order 

to identify the key elements of each of them, with particular reference to studies and 

projects that have addressed the problem of resilience applied to CI and more 

specifically to RI. Based on this analysis, the conceptual approach of PANOPTIS 

resilience framework, proposed in section 4, is presented. 

Existing frameworks have been analysed considering the issues: how the CI/RI 

resilience parameters have been addressed, the proposed methodologies and 

applications, type of assessment (quantitative or qualitative). 

4.1 Safety of Transport Infrastructure on the TEN-T Network 

(SAFE-10-T) 

The SAFE-10-T project has developed a safety framework for road, rail and inland 

waterway infrastructures along the European TEN-T network. The outcome is an 

online Decision Support Tool that enables infrastructure managers to make cost-

effective and robust decisions that provide increased safety levels for critical 

infrastructure networks. Remotely monitored data for tunnels, bridges and earthworks 

in conjunction with machine learning algorithms and traffic modelling tools are used 

to evaluate network safety performance due to extreme events. 

Qualitative and quantitative approaches are proposed for the resilience assessment of 

a system, network, element or component adopting an appropriate approach 

depending on the level of the assessment required and type of information available 

[4]. In case of overall assessment of the entire network or system, a qualitative 

assessment is recommended taking organisational, social and political information 

into consideration. If detailed structural data on system components are available, 

then a quantitative assessment employing fragility curves is carried out. To extend 

this assessment to system or network level, component fragilities are combined to 

determine network resilience. A scheme of the resilience approach adopted is shown 

in Figure 2. 

 

Figure 2: Resilience Assessment Framework adopted in SAFE-10-T project [4]. 
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The qualitative assessment is carried out through the tools CI-RAT (Critical 

Infrastructure Resilience Assessment Tool) and PARET (Post Assessment Resilience 

Enhancement Tool). The former assigns a total score resulting from the sum of scores 

given for selected resilience parameters such as prepare-prevent-protect, mitigate-

absorb-adapt and respond-recover- learn. The latter provides a list of steps to be taken 

which helps to interpret and evaluate resilience scores obtained by CI-RAT tool. The 

aim is to allocate efficiently the resources in order to maximise the improvement in 

resilience across the system. 

For a detailed resilience assessment, network components or elements of interest may 

be assessed using quantitative methods adopting fragility curves and functionality 

curves. Fragility curves incorporate probabilistic assessment of individual elements as 

they represent the probability that the response of a structure exceeds a given 

threshold (of damage) for an event of specific intensity. Infrastructure components are 

classified as primary or secondary depending on the impact of their failure on the 

overall damage to the system. SAFE-10-T project is mainly focus on the bridges 

assessment considered as primary components. Therefore, the resilience of a 

component and then of the network is measured in terms of functionality and related 

loss. 

An embedded monitoring system on bridges, tunnels and earthworks is used to 

determine component limit states in the development of the fragility curves. 

4.2  RESilience management guidelines and Operationalization 

appLied to Urban Transport Environment (RESOLUTE) 

RESOLUTE project deploys the European Resilience Management Guide (ERMG) 

Collaborative Resilience Assessment and Management Support System (CRAMSS) 

addressing CI of the Urban Transport System (UTS). The resilience is not about the 

performance of individual system elements but rather the emerging behaviour 

associated to intra and inters system interactions. 

In RESOLUTE project, the resilience perspective is to understanding system critical 

interdependencies and adaptive behaviours taking into account resource availability 

and allocation. System resources should be managed in such a way that they produce 

sustained adaptability capabilities. 

There are two methodological stages: the Functional Resonance Analysis Method 

(FRAM) will support the systems analysis stage, the Resilience Analysis Grid (RAG) 

will relate system level understanding to meaningful and manageable human, 

technical and organisational assets, towards building the ERMG [5]. 

FRAM is essentially a system modelling tool that focuses on system 

interdependencies, their dynamics and complexity. Beyond the analysis of human, 

technical and organisational system elements, FRAM provides the means to identify 

the mechanisms that allow a system to maintain its operation under a wide range of 

varying conditions. RAG is the resilience tool that focuses on determining the range 

and levels of adaptation of a system to its environment, and the adaptive capacities 

that it is capable of generating in view of both known and unknown operational 

pressures. 

The answers to questions on capabilities with the support of methods such as 

interviews or group discussion produce a qualitative assessment of them (Figure 3). 

The use of this tool aims to obtain an overview of a broad range of human, technical 
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and organisational aspects contributing to system resilience. It is not a measurement 

of resilience, rather an estimation of the level at which a system may be prepared to 

adapt within various time scales to changes due to operation environment. 

RAG model should be combined with a multi-layered network analysis incorporating 

physical, service and cognitive dimensions in order to consider the modelling of a 

complex and interdependent systems such as CIs. Network analysis allows to model 

system architectures towards identifying and assessing critical system areas in terms 

of their degree of interdependency in order to evaluate disruption effect among 

components, i.e. cascading effect [6]. 

 

Figure 3: Scheme of the RAG [5]. 

4.3 Realising European ReSILiencE for Critical INfraStructure 

(RESILENS) 

RESILENS aims to develop a European Resilience Management Guideline (ERMG) 

to support the practical application of resilience to all CI sectors, a series of tools for 

the resilience assessment are proposed within the project [7]. The resilience assessment 

adopted builds on the widely applied and understood ISO standards for risk 

management, enhanced through the consideration of resilience for use in the complex 

systems of CI. 

Resilience management matrix and audit toolkit (ReMMAT) achieves the overall goal of 

providing a resilience assessment function, resulting in the scoring of the resilience level 

of the CI system evaluated. It contains also an audit tool aimed at providing guidance to 

the CI operators on the interpretation of their obtained resilience scores. 
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Figure 4: Resilience assessment tools in RESILENS project [8]. 

Two qualitative tools for resilience management, CI-RAT and PARET. There is a 

range of potential hazards considered such as natural disasters and extreme weather, 

safety incidents and technical failures, pandemics and health crises, terror or serious 

crime incidents and cyber-attacks. The management of the CI resilience is depicted as 

a cyclic process (Figure 5) based on three requirements: 

 Prepare, Prevent and Protect (before the disruption)  

 Mitigate, Absorb and Adapt (during the disruption)  

 Respond, Recover and Learn (after the disruption)  

 

Figure 5: RESILENS resilience cycle approach [7]. 

The same tools are used in SAFE-10-T project and the resilience assessment 

methodology has been briefly explained. Even then, it is a qualitative assessment 

based on assessment criteria scale for the different components of the CI system 

assigning a total score to the three above-mentioned requirements. 

Quantitative Resilience Management Tool provides a semi-quantitative self-

assessment method; the conceptual framework is designed to determine partial 

resilience scores associated to: 

 each state( preparation, prevention and protection, response, recovery), 
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 each level of study, i.e., the physical, the operational and the organizational 

levels. 

Through these different tools, components and functionalities, RESILENS resilience 

framework provides a holistic, one-box approach to enhancing CI resilience based 

upon a common approach, shared understanding of resilience and with an 

understanding of potential outcomes across a range of domains and spatial scales, that 

can be readily actioned by CI operators. 

4.4 Future proofing strategies FOr RESilient transport networks 

against Extreme Events (FORESEE) 

FORESEE project (still on-going) is developing a toolkit to provide short and long 

term resilience schemes for rail and road corridors and logistics terminals that are able 

to reduce the magnitude and/or duration of disruptive events produced by humans or 

nature. 

A guideline is provided related to the measurement of the service provided by and the 

resilience of multi-modal transport infrastructures for managers in order to determine 

how to optimally allocate resources to help, ensure that these networks continue to 

provide acceptable levels of service following the occurrence of extreme events. The 

choice of measurement method, using proper resilience indicators, depends on the 

specific problem to be addressed, the time frame at disposition and the expertise 

available to conduct the analysis [9]. 

First of all, it is necessary to define and measure the service of a transport 

infrastructure, one can determine exactly how to measure service. For example, if the 

service provided is the ability to transport from A to B, the measure of service is 

related to: 

• goods and persons within a specific amount of time, 

• goods without being damaged and persons without being hurt or losing their 

lives, estimation of the time required to transport goods and persons, 

• estimation of the extent of damaged goods and number of persons who are 

hurt or injured.  

Once it is determined how service is to be measured, the reductions in service due to 

the occurrence of extreme events, and therefore resilience, can be measured as shown 

in Figure 6. 

Resilience is defined as the ability to continue to provide service if a hazard event 

occurs and it is to be measured, using: 

• each measure of service deemed relevant, in order to assess how service is 

being affected, 

• the cost of the interventions required to ensure that the infrastructure once 

again provides and adequate service. 

In case of extreme events, resilience is therefore measured as the difference between: 

• the service provided by the infrastructure if no hazard event occurs and the 

service provided by the infrastructure if a hazard event occurs, 

• the costs of intervention if no hazard event occurs and the costs of 

interventions if a hazard event occurs. 
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Figure 6: Illustration of resilience, using the measure of service such as expected cumulative 

yearly travel time [9]. 

Two methods are proposed to measure the resilience of transport infrastructure: 

• directly by modelling the reductions in service and the additional intervention 

costs, 

• using resilience indicators with differentiated or equal resilience weights. 

4.5 RESilient transport InfraSTructure to extreme events (RESIST) 

RESIST project (still on-going) aims to develop an integrated platform to enhance the 

levels of resilience security and transport operation in the disruptive events of critical 

structures. An approach built on preventive and predictive strategies using tools and 

technologies in the physical and cyber domain that target at: 

 damage detection 

 prevention 

 response 

 mitigation 

for the transport network resilience, predictive analysis and risk assessment that 

allows for known and unknown hazards. On this purpose, a detection system 

composed by innovative technologies such as robotics, laser scanning, satellite-based 

inspection and visual inspection is developed to detect on time the critical points of RI 

affected by defects, damage processes, and sign of overstress and malfunction that can 

affect the RI functionality. Then the project proposes an integration of the outcomes 

of the detection system with methods and tools for their interpretation. This integrated 

RESIST platform allows the road operators to increase the responsiveness, to decrease 

the vulnerability and to enable the fast recover after disruption events [10] [11]. 

New technologies, in particular a robotic inspection system using Unmanned Aerial 

Vehicles (UAVs), is investigated and developed in RESIST and AEROBI project, for 

bridge inspections with the aim of obtaining an aerial platform that can satisfy the 

inspection requirements and exploits the ceiling effects for the contact inspection. The 

advantage is that the system monitors the state of the selected bridge over time and 
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compares directly the measures of different inspections being in the same reference 

frame [12]. 

The use of this technology allows having an autonomous methodology and data-

collection system for bridge inspection avoiding the classical manual inspection 

which requires higher costs and often fails to inspect the asset due to accessibility 

constraints. For the resilience of the infrastructure, this methodology is particularly 

effective to improve the response in routine but especially post-damage inspection 

situations. 

4.6 EU-CIRCLE 

In EU-CIRCLE project, a resilience framework for European CI is developed, in 

particular for the energy, transportation sectors, buildings, marine and water 

management infrastructure, against climatic hazards and climate change. 

The methodological framework considers that values of climate parameters exceeding 

certain thresholds and climate change patterns influencing the performance of assets 

within a CI, causing diverse impacts to operations, affecting also other interconnected 

assets or networks, loss of operational performance of the asset/CI, downtime of the 

asset or the facility and reduction or loss of the service provided [13]. 

The Critical Infrastructure Resilience Platform (CIRP), implemented in the 

framework, allows assessing potential impacts to CIs due to climate hazards and 

provides risk monitoring through adequate resilience indicators, and will support 

planning of cost-efficient adaptation measures.  

EU-CIRCLE climate resilience management framework is developed through four 

components (Figure 7) and mainly based on: 

• the identification of the critical assets/processes that provide essential services 

to the society, 

• determination of the critical values and/or patterns of climate parameters that 

define a change of state for these assets, 

• analysis of the relative impact, determined using appropriate consequence or 

damage curves, 

• consequence analysis to determine cascading effects and related impact 

• analysis of coping capacity of the asset/network/society and their respective 

adaptive capacity (resilience) and identification of adaptation potential and 

investment needs. 

The EU-CIRCLE approach considers the resilience as a combination of anticipative, 

absorptive, coping, restorative, and adaptive capacities. 



Deliverable D4.3:  Version 1 Date 30/06/2020   18  

 

Figure 7: EU-CIRCLE Resilience framework [13]. 

4.7 Comparison of existing resilience frameworks 

In this section some resilience frameworks in the field of CI have been presented to 

identify the different approaches and the tools that constitute them. Table 1 

summarises the main elements of the analysed frameworks according to the context of 

resilience (resilience of what and resilience for what), the tools to estimate the 

resilience and type of assessment. 

Table 1: Comparison of existing resilience frameworks. 

Resilience 

Framework 

Resilience of 

what 

Resilience for 

what 

Resilience 

measurement 

tool 

Type of 

assessment 

SAFE-10-T 
Road, rail and 

inland waterway 

infrastructures 

 Extreme 

weather and 

climate 

hazards 

CIRAT 

PARET 

Fragility curves 

and loss functions 

Qualitative 

and 

quantitative 

RESOLUTE 
CI of the Urban 

Transport 

System 

 Ecological, 

human and 

overall safety 

and security 

needs 

RAG Qualitative 

RESILENS all CI sectors 

 Natural 

disasters and 

extreme 

weather 

 Safety 

incidents and 

technical 

ReMMAT toolkit: 

CIRAT 

PARET 

Quantitative 

assessment tools 

Qualitative 

and 

quantitative 
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failures 

 Pandemics 

and health 

crises 

 Terror or 

serious crime 

incidents and 

cyber-attacks 

FORESEE 

Rail and road 

corridors, 

logistics 

terminals 

 Natural and 

man-made 

disruptive 

events 

Modelling 

reductions in 

service and 

interventions costs 

Resilience 

indicators 

(differentiated or 

equal weights) 

Quantitative 

RESIST 
Security and 

transportation 

operation of CI 

 Extreme 

physical, 

natural and 

man-made 

incidents and 

cyber attacks 

- - 

EU-CIRCLE 

Energy, 

transportation 

sectors, 

buildings, 

marine and 

water 

management 

infrastructure 

 Climatic 

hazards 

 Climate 

change 

CIRP 

Qualitative 

and 

quantitative 

In some of them a combined approach, quantitative and qualitative, is proposed for 

the evaluation of the resilience of CI and RI. In SAFE-10-T framework the use of one 

rather than the other depends first of all on the level of evaluation, i.e. whether it 

refers to the components of the infrastructure or the infrastructure network, and the 

amount of information available. Qualitative evaluation is in any case preferred in 

order to obtain an overall estimation that takes into account the TOSE dimensions of 

resilience, on the basis of resilience score according to specific criteria. The same 

method is adopted in RESILENS and EU-CIRCLE resilience framework by means of 

the same tools, CI-RAT and PARET, thus covering all dimensions of resilience of a 

CI system and its capabilities. 

RESOLUTE project foresees to assess the resilience of the urban transport network by 

qualitatively assessing the adaptive capacity of a system within various time scales to 

changes due to operation environment. The important aspect of this framework is the 

evaluation of the degree of interdependency of critical system through network 

analysis. 

FORESEE project highlights the importance of evaluating the service provided by the 

system and the acceptable levels of service following the occurrence of extreme 

events. The service or functionality of a system is measured by means of resilience 
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indicators comparing before and after hazard event occurrence in order to estimate the 

cost of intervention and improve the resource allocation. 

Finally, it is interesting to note how the use of new monitoring technologies, as done 

in the RESIST project, in which methods of autonomous monitoring of structures 

belonging to infrastructures and interpretation of collected data are developed. The 

possibility of using an integrated monitoring system has proven to be very useful in 

the post-disaster reaction of the system, which certainly improves the resilience of the 

system in terms of recovery and maintenance times. 

5 PANOPTIS resilience framework: conceptual approach 

Based on the analysis of existing resilience frameworks in the previous section, the 

PANOPTIS resilience framework is here presented. The approach is to evaluate the 

RI resilience as a combination of qualitative and quantitative methods in order to 

assess the different aspects of the resilience of a system: technical, organisational 

social and economic. 

According to the definition given by EU-CIRCLE project, the resilience of a CI is the 

ability of the system to prevent, withstand, recover and adapt from the effects of 

climate hazards and climate change. The PANOPTIS resilience framework is 

developed from this definition considering the CI resilience through the development 

of the main capacities of a resilient system: anticipatory, absorptive and coping, 

restorative and adaptive. These ones can be quantified through the use of indicators, 

as seen in the analysed existing resilience frameworks. The following paragraph 

defines resilience capabilities and related indicators, considered for the development 

of the conceptual approach of the PANOPTIS resilience framework. 

5.1 Resilience capacities 

As already introduced in deliverable D2.5, the infrastructure resilience mainly refers 

to the operational function and maintenance of RI against the occurrence of hazard 

events. The infrastructure system should be capable of dealing with scenarios linked 

to disastrous events with the aim of minimizing service interruptions and quickly 

recovering. This capacity founds its measures through 4 Rs properties, i.e. 

Robustness, Redundancy, Resourcefulness and Rapidity, and the TOSE dimensions, 

i.e. the Technical, Organizational, Social and Economic aspects [2]. The former ones 

are related to the physical and social features of the RI, the latter ones allow 

measuring the resilience of the RI intended as a network. Thus, a resilient RI is 

characterized by the following: 

 anticipatory capacity: it is the ability to be prepared for a specific hazard or 

threat through proactive actions such as risk identification and assessment, 

vulnerability assessment, maintenance and all the action directed to avoid or 

reduce hazard exposure and to minimize vulnerability [1][2].Therefore it 

refers to the preparedness of the RI system, 

 absorptive and coping capacity: it is the ability to withstand a disruptive event 

in order to ensure established performance levels reducing impact on the 

service provision. It mainly consists in the robustness of the RI system and 

assets, and in the redundancy measures that can improve the robustness 

capacities [14][16]. 
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 restorative capacity: it refers to the recovery process of the RI after the 

disruption event in order to restore system functionality in a timely manner. It 

is related to resourcefulness, i.e. the ability to mobilize resources (i.e., 

monetary, physical, technological, informational, human) in case of disruption 

[2],that influences recovery duration and effort. It is not only a capacity of the 

RI system but also depends on government agencies and their policies [17]. 

 adaptive capacity: it is the ability of the RI  system to change and self-organize 

to adapt after a disruption event to reduce vulnerability to similar event in the 

future [17]. It involves the ability to adjust to new circumstances through 

reconfiguration and dynamic re-optimization of available capacity and 

resources [18]. 

5.2 Resilience indicators 

Measuring the resilience is a challenge due to the intrinsic complexity of phenomena 

that could be affect the RI or, more in a general case, the CI, and that include a widely 

range of influencing factors: physical, social, organisational, institutional, and 

cultural. In [19], a selection of potential indicators and related application is presented 

to be used to assess CI resilience taking into account these factors. According to that 

study they are divided in two main categories, a-priori and a post-hoc manner. The 

former refer to a relative assessment of resilience before, and independent from, a 

shock or disturbance; the latter refer an absolute measure of the indicator which is 

directly compared with a predetermined baseline and evaluated as a consequence of a 

shock or disturbance. In EU-CIRCLE project, these potential resilience indicators are 

used to the assessment of CI resilience, and they are associated with the four main 

resilience capacities, as reported in Table 2. The respective definitions of the 

indicators are given in Annex I. Through the use of these indicators it is possible to 

obtain a quantitative and qualitative measurement of the resilience of a system. 

Table 2: Resilience capacities and related indicators. 

Resilience Capacity of the RI 

system 
Resilience indicators 

ANTICIPATORY 

Probability of failure 

Quality of infrastructure 

Pre-event functionality of the infrastructure 

Quality/extent of mitigating features 

Quality of disturbance planning/response 

Quality of crisis communication/information 

sharing 

Learnability 

ABSORPTIVE 

& 

COPING 

Systems failure (unavailability of assets) 

Severity of failure 

Just in time delivery - Reliability 

Post-event functionality 

Resistance 
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Robustness 

Withstanding 

Redundancy 

Resourcefulness 

Response 

Economic sustainability 

Interoperability 

RESTORATIVE 

Post-event damage assessment 

Recovery time post-event 

Recovery/loss ratio 

Cost of reinstating functionality post-event 

ADAPTIVE 

Substitutability (replacement of service) 

Adaptability / flexibility 

Impact reducing availability 

Consequences reducing availability 

In PANOPTIS, these indicators are taken into account to develop the resilience 

framework considering the context of the RI, and also the type of risks affecting the 

infrastructure and the inventory carried out in D2.5 which highlighted the physical 

and organisational characteristics of the RI demo-sites and their interdependencies. 

Moreover, end-users were questioned in order to evaluate how these indicators could 

be integrated with existing tools and methodologies. 

5.3 Development of the framework 

The modules and processes included in PANOPTIS system work and cooperate 

focusing on a holistic risk and impact assessment approach. This involves an 

integrated management of components and processes to achieve resilience in order to 

provide: 

 prevention: options to minimise exposure of RI to hazards, through the more 

efficient and effective understanding and prioritizing of potential risk and 

threats, 

 reduction of potential impacts: enhance contingency planning and business 

continuity to ensure alternative supplies, reserve capacity, and/or rapid 

restoration of services, 

 adaptation to mitigating risk: investing in protection and defences. 
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Considering these objectives, the components and the different layers in PANOPTIS 

allow to measure and to respond the indicators related to the four fundamental 

parameters in order to enhance the resilience of the entire RI system. This means that 

the framework addresses the resilience of all the assets comprised in the RI. Referring 

to the analysis of elementary assets through a hierarchical classification and 

identification of interdependencies of D2.5 and according to the terminology of D4.2, 

the RI system includes: 

 RI assets: bridges, slops, bridges on slope, tunnels entrance, signpost bridges, 

pavements, toll stations and operation control buildings, 

 Non-RI assets: plant covered areas, telecom antennas and power transmission 

lines, 

 RI network: the interlinked system with the related physical assets and 

processes, engineered objects and facilities and related interdependencies. 

In PANOPTIS, the resilience of the RI system is assessed against events or 

disruptions determined by influential hazards, detailed for the demo-sites in section 4 

of D4.2 and following summarized: 

 Seismic 

 Flooding and precipitation 

 Aging 

 Wind 

 Ice  

 Salt 

 Fire 

 Fog 

With reference to the indicators listed in Table 2 of section 4.2, the inputs by the end-

users and the components and modules of the PANOPTIS system that can satisfy and 

help to quantify what is expected from the indicators, have been identified in Table 3, 

Table 4 and Table 5. In particular, the reference tasks are indicated for PANOPTIS 

modules and components. 

Then it is showed how the resilience of the RI system is addressed according to the 

main resilience capabilities through the contribution of the integrated system proposed 

by PANOPTIS and the contribution of the management and procedures already 

foreseen by the end-users involved in this project. 
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Table 3: Resilience indicators for anticipatory capacity associated to input, component, and 

module. 

Resilience Capacity 

of the RI system 

Resilience 

indicators 

Input/Component /Module 

End-users PANOPTIS System 

ANTICIPATORY 

Probability of 

failure 

for ACCIONA and 

EGNATIA 

Meteos to forecast 

proability of weather-

related hazards 

 Intensity Measure (IM) 

approach(Task 4.1) 

 Fragility  and 

consequence functions 

(Task 4.2-Task 4.3) 

Quality of 

infrastructure 
for ACCIONA and 

EGNATIA 

Standard Inspection 

Procedure 

RI operational 

monitoring framework 

(Task 5.5) 
Pre-event 

functionality of the 

infrastructure 

Quality/extent of 

mitigating features 

Strategic planning of 

seismic retrofitting of 

existing bridges 

(seismic hazard) 

 Incident management 

system (IMS) (Task 

6.6) 

 Early warning system 

for hazard alerting 

(HRAP/DSS) 

Quality of 

disturbance 

planning/response 

for ACCIONA: 

- 

 Policy Response 

through 

Performance 

indicator agreed 

with Ministry 

Quality of crisis 

communication/inf

ormation sharing 

for ACCIONA: 

- 

 Communication 

process for severe 

accidents (protocol 

to share with 

Spanish  provincial 

highway units ) 

 Daily report sent to 

relevant agencies 

 Web application  to 

report every 

unplanned incident 

to traffic agencies 

for EGNATIA: 

 Traffic control 

centre (TCC) staff 

works closely with 

EP units 
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Learnability 

for ACCIONA: 

 Evaluation of 

lessons in real-time 

as they emerge or 

just ended to better 

manage 

circumstances 

- 

Table 4: Resilience indicators for absorptive and coping capacity associated to input, 

component, and module. 

Resilience 

Capacity of the 

RI system 

Resilience 

indicators 

Input/Component /Module 

End-users PANOPTIS System 

ABSORPTIVE& 

COPING 

Systems failure 

(unavailability 

of assets) 

For ACCIONA: 

- Operators monitoring 

for failure 24/7 

 IMS-Task 6.6  

 Early warning system 

(HRAP/DSS) 

Severity of 

failure 

For ACCIONA: 

- Operators analyse the 

severity of the failure in 

real time 

Consequence 

functions (Task 4.3) 

Just in time 

delivery - 

Reliability 

For ACCIONA: 

- Operators are sent to 

solve the problem in real 

time.- 

 IM approach (Task 

4.1) 

 Fragility  and 

consequence functions 

(Task 4.3) 

Post-event 

functionality 

For ACCIONA: 

 Operators assess the 

remaining functionality  

Network analysis-

Estimation of Loss of 

Functionality (LoF) – 

(Task 4.5) 

Resistance, 

Robustness 

Withstanding 

- 

 HRAP (Task 6.1) 

 MHVMs-Structural 

impact assessment 

model (Task 4.4) 

Redundancy  - 

 Network analysis - 

Evaluation of 

alternative path to 

maintain RI 

functionality (Task 

4.5) 

Resourcefulness  - 

Business impact 

assessment model 

(Task 4.6) 

Response  

For ACCIONA: 

- There are some responses 

procedures and response 

HRAP tool & 

Adaptation strategies-

(Task 6.1-Task 6.2) 
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times already in place. 

  

Economic 

sustainability 

for ACCIONA: 

 method to calculate the 

Cost of the affection to 

traffic conditions by 

Spanish Ministry of 

Transport 

- 

Interoperability  - 
Business continuity 

model (Task 6.2) 

Table 5: Resilience indicators for restorative and adaptive capacity associated to input, 

component, and module. 

Resilience 

Capacity of the 

RI system 

Resilience 

indicators 

Input/Component /Module 

End-users PANOPTIS System 

RESTORATIVE 

Post-event 

damage 

assessment  

For ACCIONA: 

- Assessment of the 

accident supported by 

photographs and 

evidences developed by 

an operators and stored 

in the Smart roads tool. - 

 RI post-event 

monitoring 

 Disaster damage 

assessment 

algorithm(Task 5.4) 

input from: 

Satellites 

Mobile 

mappers/UAVs 

Fixed optical 

sensors 

Recovery time 

post-event  
End-users expertise 

 Business impact 

assessment model: 

Estimation of time for 

recovery (Task 4.6) 
Recovery/loss 

ratio  

Cost of 

reinstating 

functionality 

post-event  

- 

 Business impact 

assessment model: 

Estimation of 

returning cost to pre-

event functionality 

(Task 4.6) 

ADAPTIVE 

Substitutability 

(replacement of 

service)  

- 

Business Continuity 

Management (BCM) 

(Task 6.2) 

Adaptability / 

flexibility  
- 

Impact 

reducing 

availability  

- 

Consequences - 
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reducing 

availability  

In addition to the elements identified in the previous tables, one should underline the 

importance of some modules in PANOPTIS system that, although not associated with 

the estimation of resilience indicators, contribute to the improvement of the following 

resilient capacities of the RI system. 

For the Anticipatory Capacity: 

• Precipitation nowcasting and forecasting weather service (Task 3.5), 

• Weather stochastic hazard assessment (Task 4.1), 

• Assessment of primary and secondary site-specific climate risk parameters 

(Task 3.7) 

• Multi-hazard assessments: seismic, chloride, flood and fire hazards(Task 4.1), 

• Vulnerability modules & SGSA simulator (Task 4.2). 

For the Absorptive&Coping Capacity: 

• Multi-sensor synoptic damage assessment in disaster scenario (Task 5.4), 

• Multi-sensor flaw and degradation assessment (Task 5.3), 

• Dynamic information exchange of visual damage information (Task 5.6) and 

structural &geotechnical simulator (Task 4.2). 

As can be observed from the previous tables, there are some resilience indicators that 

depend on inputs by end-users. In fact, they mainly concern the assessment of the 

quality and operating methods envisaged by the users managing the RI system. In this 

case, an assessment is foreseen for these indicators following the methodology of the 

CI-RAT tool already used by other resilience frameworks, as reported in section 4.To 

this purpose, through interviews with the users of the two case studies, the most 

suitable criteria and indicators for scoring will be established in order to obtain a 

qualitative assessment. 

In some cases end-users already have staff or procedures adopted to take care of 

certain aspects of motorway management, especially in the disruption or damage 

events. For indicators such as Systems failure (unavailability of assets), Severity of 

failure, Just in time delivery – Reliability and Post-event functionality, ACCIONA 

provide operators devoted 24/7 (8 hours shifted) to identify system failure, to evaluate 

the consequences in real-time after event occurring, to solve the disruption problem 

and to analyse the consequence for a recovery plan. Therefore, the advantage of the 

PANOPTIS system is to allow process automatization and provide decision support to 

operators optimizing their working efforts. 

For the response indicator, ACCIONA has already response procedures in place 

which set up specific actions in case of traffic retentions, obstruction on the road such 

as fallen signpost, debris, spreading salt operation according to weather data, loss of 

earth in slopes, vegetation encroachment, drainage blockage, etc. HRAP can provide a 

tool including the existing procedures adopted by end-users in order to display and 

manage adaptation strategies by directly accessing the hazard-inputs (weather data, 

detection of failure or damages, incident detection, etc.). 

For all other indicators, i.e. those depending on PANOPTIS system, the metrics that 

will be used for the respective indicators in order to obtain a qualitative assessment of 

resilience will be presented in the dedicated section. 
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5.3.1 Structure of framework 

The components and modules of PANOPTIS system dealing with the measurement 

and providing the resilience indicators can be summarised in the following main ones: 

 the holistic risk assessment platform (HRAP) with the related Incident 

Management System (IMS) and Decision Support System (DSS), 

 modelling tools of WP3, such as Atmospheric Forcing Modelling, Weather 

Now/Fore-Casting and Data Processing, of Task 4.1 and Task 4.2 such as 

Hazard Models and Tools, 

 vulnerability assessment of T4.3: vulnerability modules & SGSA simulator, 

MHVMs-structural impact assessment model and complex network analysis, 

 operational and post-event RI monitoring of Task 5.5 and the related 

assessment flaw and algorithm for the damage assessment in routine and 

disaster scenario of Task 5.3 and Task 5.4, 

 business continuity management (Task 6.2) and the developed adaptation 

strategies in combination with the standard procedures of end-users. 

Therefore the conceptual framework is developed, as shown in Figure 8. It focuses on 

obtaining the resilience of the RI system through the four main capacities managed by 

the reported components and tools developed in the project. All of them feed the 

major tool of PANOPTIS that is HRAP with the embedded components, IMS and 

DSS. Through the integration of all the inputs coming from the modules and tools and 

the processing of all the related outputs, it manages all the elements for a holistic 

approach to resilience. In fact, starting from the anticipatory capacity, the weather 

now/fore-casting are processed in the hazard models and tools, and then used as input 

for the vulnerability assessment of RI and non-RI assets. Everything is then taken 

over by HRAP and through this the input data are retrieved to provide input for the 

modules and components for the absorptive&coping capacity to update the 

assessment models. HRAP provides the mutual exchange of information between 

post-event monitoring and disaster damage assessment data and the multi-sensor 

processes for damage assessment in case of disruption due to climate-hazard event, 

and with multi-sensors flaw in the routine scenario. Then the MHVMs and the 

complex network analysis evaluate the impact of disruption at the asset level and at 

the network level, also considering the economic aspect (estimation of time for 

recovery and costs). At the same time, information obtained from pre- and post-event 

situations are used to provide new methodologies and adaptation strategies through 

business continuity management. 
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Figure 8: PANOPTIS Resilience framework. 

6 Complex network analysis 

The Joint Committee on Structural Safety (JCSS) proposes a representation of a 

system such as RI system describing possible scenarios of events occurring in 

constituents or sub-systems in terms of direct and indirect consequences [20][21]. 

Given exposure events, failures occurring on any component determine direct 

consequences such as monetary losses, loss of lives, structural damage. Indirect 

consequences are instead obtained by the combination of constituents failures as well 

as the loss of functionality of the system or related monetary consequences. Figure 9 

shows a representation of the RI system in JCSS framework considering the relations 

between the different component or sub-system (e.g. highway network, bridge and 

wire of the bridge deck). One can observe that the vulnerability is related to the 

exposure event associated with the direct consequences and the lack of robustness 

caused by the event beyond the direct consequences. 
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Figure 9 RI network as complex system by JCSS Framework [21]. 

Complex network and graph theory allow representing such of a system considering 

the relation among its components, the consequences and interdependencies due to 

exposure events. The classical graph theory is integrated with complex network 

methods used by social scientists such as geographers, economists and regional 

scientists, who are the majority of researchers in the field of transport networks 

[22][23] thanks to an important contribution by geographic information systems (GIS) 

and spatial economics. 

In road transportation system, the concept of vulnerability is related to the reduce 

accessibility caused by disruptive events such as physical collapse, deterioration of 

structures or the reduction of lanes due to maintenance activities. The accessibility 

from the demand side is intended as the ability of an individual to move about 

provided by the transport system. From the supply side, the vulnerability is related to 

the serviceability. In [24] the vulnerability is defined as:” susceptibility to incidents 

that can result in considerable reductions in road network serviceability.” The 

serviceability of a road or, at a global scale, of a road network represents the 

possibility to use it during a given time period. The evaluation of the time to restored 

serviceability is measuring the resilience of a road transportation system [25][26]. 

In the present section the complex network analysis as a component of PANOPTIS 

resilience framework is presented introducing some basic concepts of graph theory 

and modelling of RI, and the travel-based measures implemented for the estimation of 

RI resilience. 

6.1 Graph theory and modelling of RI 

The complex network analysis requires the modelling of the real RI system through a 

graph-network representation. Graph theory, widely used in mathematics and 

computer science, has initially dealt with the study of complex networks considering 

large scale networks as random graphs. Subsequently, in order to better describe the 

behaviour and the interactions of such systems, it was deemed to introduce concepts 

related to the statistical mechanics of the complex network such as the small-world 

concept, clustering and the degree of distribution, that characterize its topology 

[27][28]. 
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A network or graph G is defined by two sets, the one of the nodes N and the other one 

of the edges E that link the nodes of the graph [29]. Edges can be directed or 

undirected, characterized by properties (e.g., length, strength etc.), in particular in 

case of real network such RI one. In an undirected graph, each of the links is defined 

by a couple of nodes i and j, and can be noted as    . Two nodes joined by an edge are 

referred to as adjacent or neighbouring. In a directed graph, the order of the two 

nodes is important as it defines the direction:     stands for a link from i to j, and 

       . Furthemore, a directed graph can have multi-edges, i.e. more than one edge 

for the same pairs of nodes and self-edges or loop when there is an edge that connect 

a node to itself. 

Considering N as the number of nodes in the graph, a mathematical representation is 

through the adjacency or connectivity matrix A composed by elements    , such that 

   =1 if there is an edge between the nodes i and j, otherwise    =0. The matrix A is 

symmetric when the graph is undirected, that is    =   . In case of directed graph with 

multi-edges the related     will be more than 1, while for the self-edges the diagonal 

elements will be equal to 1. 

When two nodes are not adjacent, they may still be reachable through a route 

connecting them. The concept of reachability in a graph is important because it 

defines the interactions within and the networks itself [30]. A graph is said to be 

connected if, for every pair of different nodes i and j, there is a path from i to j, 

otherwise it is said unconnected or disconnected. Moreover, a walk in which no node 

is visited more than once is defined as path. In this regard, it is useful to define the 

geodesic or shortest path as a path between two nodes such that no shorter path exists, 

i.e. the path of minimum length. This concept will be analysed in the following sub-

section and used in the network analysis. 

As previously mentioned, the edges may have attributes, usually values, to better 

represent the network and refer to as a weighted graph. For instance, in a road or 

transportation network, the edge values can be the length, the travel time, the capacity 

or any other property that can be associated to the edge within the network. 

Real networks are characterized by a large number of highly interconnected 

dynamical units, and then they can be represented as graph considering their 

topological properties as the small-world effect, degree scale-free distributions, 

correlations, and the presence of clustering. 

RI network as well as other transportation systems (river, airport, street, railway and 

subway, etc.) can be considered as a particular type such as spatial networks which 

are those embedded in the real space, i.e. networks has a two-dimensional Euclidean 

space whose edges are real physical connections. Some observations to be noticed 

with regard to the RI network: 

 the spatial distribution of the nodes of the network has geographically 

constraints, 

 node degrees are constrained in spatial networks, since the number of edges 

that can be connected to a single node is limited by the physical space to 

connect them. 

The above definitions and related concepts are the main elements considered to obtain 

the structure of network for the RI system, which is basic to perform a network 

analysis. To this purpose, in PANOPTIS, the network structure of the two demo-site 
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will be obtained through OSMnx [31], a Python package to download spatial 

geometries and model to analyse real-world street networks from OpenStreetMap's 

APIs [32][33]. 

Depending on some input parameters set by the user, it is possible to select the 

infrastructure network of interest. Figure 10b shows an example for the Spanish 

demo-site, the related graph is obtained according to chosen places in the 

surroundings of the highway section obtaining a network-graph considering different 

road categories (highway, primary, secondary, etc.), highway edges are highlighted in 

red. 

 

(a) 

 

(b) 

Figure 10 Localization of Spanish A2 Highway and of the related selected road section (a), 

graph of the highway section in OSMnx according to selected places (b). 

Through this tool, the graph-structure is determined by the number of nodes and edges 

along their identification numbers, the road hierarchy according to their classification 

(motorway, trunk road, primary, etc.) and edges‟ attributes (length, number of lanes, 

maximum speed, etc.). All the data can be retrieved through geodataframe containing 

the nodes and edges attributes as a function of the index number identified (Figure 

11). Therefore all the properties that characterized (e.g. road classification, 
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identification number, number of lanes, presence of bridge, maximum speed allowed, 

etc.) the RI network as a weighted multi-digraph are obtained. The geodataframes can 

be edited in order to associate additional attributes to the edges/roads or to modify the 

assigned attributes, e.g. reduction of maximum speed to allow maintenance 

operations, closure of lanes due to incidents. 

 

Figure 11 Geodataframe obtained by OSMnx containing all the attributes of selected edges. 

A process of simplification is required because of the extension and specific features 

of a road network that can be an issue in the modeling process. In fact not all roads, 

i.e. the edges, present in the network have a strategic role or relevant importance to 

the purpose of the network analysis. In this regard, it will be sufficient to select the 

edges according to the road categories (e.g. primary, secondary, etc.) to be neglected 

in the analysis. Even in the case of nodes, the data obtained can be optimized. Indeed, 

after obtaining the rough network structure, an identification of nodes should follow 

giving priority to those determined by junction, namely any connection point between 

different roads, and by road ends [34]. Figure 12 shows an example of simplification 

process, in (a) the graph is composed by 5088 nodes and 8871 edges, in red the false 

nodes generated by road curvatures and self-loops to be removed are showed, in (b) 

the result is the simplified graph of 862 nodes and 1991 edges. It is clear that the 

removal of nodes obviously also affects the number of edges in the graph. First of all, 

this process of simplification allows to optimize the computation time of the analysis 

and above all to obtain representative results only considering the significant elements 

for the RI network. 

Considering a network that takes into account auxiliary roads such as primary and 

secondary roads, allows to assess the interdependencies of the RI system at a larger 

scale. Moreover it provide an evaluation of its redundancy in terms of alternative 

paths present in the network in case of interruption of services on the main highway 

axis of PANOPTIS demosite. 
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(a) (b) 

Figure 12 Example of simplification process on the Spanish demo-site: rough network 

structure (a), simplified network structure (a). 

6.2 Measures in network analysis 

Researches on transport networks [35][22][36] focused on planar networks (e.g. 

roads, railways) usually analyse their structure through topological measures such as 

the number of nodes and links (i.e. network size), the length and diameter of the 

network, its connexity (continuity of the network in terms of the number of connected 

components), connectivity (more or less optimal distribution of links among the 

nodes), and nodality. However, in order to carry out an analysis of the network from 

the point of view of its performance, it is useful to refer to other types of 

measurements and indexes to describe the entire network at a global level [37]. One 

can refer to performance transportation measures related to mobility and accessibility 

concept. Usually applied in the evaluation of alternatives, the congestion 

management, the growth management and the system optimization in the context of 

policy, planning and operational situations, performance measures can be based on 

the calculation of travel times and its variability [38] [39] [40]. In the case of RI 

system, the calculation of the optimal route and the evaluation of the average length 

of the shortest path can allow measuring the efficiency of a network [27]. 

In this regard, the concept of the shortest path can be used for the calculation of some 

measures useful for network analysis in order to estimate road network vulnerability 

and resilience. 

6.2.1 Travel time-based measures for road network vulnerability 

The concept of accessibility and serviceability of a RI network can be investigated 

evaluating the role of the edge in terms of network vulnerability in relation to its 

failure and consequent disruption in the RI system. The importance of a section or 

edge E of the network can be evaluated considering [41]: 

 all paths connecting two nodes i and j of the network passing through E, that is 

its contribution to the accessibility of i and j comparing with the ones of the 

other edges of the graph, 

 all paths in the network between each pairs of nodes in the network passing 

through E that is its contribution to the entire network in terms of functionality 

or vulnerability of the edge E. 
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This last point is interesting in order to assess the consequences of the unavailability 

of an edge/road in the case of incident or disruption due to hazard-event in reference 

to the concept of serviceability. This evaluation of the edge/road vulnerability is 

influenced by the characteristics of the network, such as morphology predispositions 

related to network structure, quality predispositions related to the road hierarchy, 

crowding predispositions related to the existence of alternative edge/road [42][25]. 

In order to assess the serviceability of a road and transportation performance, one can 

therefore refer to indicators based on the calculation of the shortest path and the 

related travel time resorting to a specific algorithm, such the widely used Dijkstra‟s 

algorithm. Given a road infrastructure network and a non-degraded scenario, i.e. the 

serviceability of all edges is not changed by any failure, the shortest path are 

evaluated between pairs of nodes i and j. A reference value   is calculated for this 

scenario as the sum of the travel times   of the shortest paths considered: 

  ∑ ∑        
   

 
        (1) 

Then,   edges/roads of interest, defined as impactful edges, are eliminated one by one 

giving different degraded configuration of the network. For each of them, the shortest 

paths and their travel times are recalculated, considering the same origin and 

destination nodes of the non-degraded configuration. For each edge is calculated    

according to: 

   ∑ ∑        
   

 
        (2) 

These two measures can be combined to obtain an estimation of the network 

vulnerability considering the failure of a specific edge and the alternative paths. 

A sample of shortest paths weighted by travel time considering different set s of   

randomly nodes within the network as points of origin   and destination  , allows to 

the estimation of an edge vulnerability index (EVI) for each edge k: 

       
       

  
     (3) 

An analysis carried out only on the edges belonging to the road category as highway, 

shows how the role of each edge/road can be assessed by considering a combination 

of the results of different sets of nodes, evaluating the following global parameters: 

  ∑            (4) 

   ∑             (5) 

     
    

 
      (6) 

An application of this analysis is shown in Figure 14 where the vulnerability indexes 

of the Spanish demo-site motorway section are evaluated. The sets of 6 origin and 

destination nodes randomly chosen within the network are reported in Figure 13 with 

the related impactful edges involved in the 30 shortest paths, out of a total of 225 

highway edges existing in the analysed section. This type of analysis allows to 

determine the morphological predisposition of the network structure to the 

vulnerability due to the failure of its edges/roads and to quantify its influence on the 

global performance of the network measuring the increase of travel time. 
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Figure 13 Sets of origin and destination nodes and impactful edges considered in the network 

vulnerability analysis. 

 

Figure 14 Vulnerability indexes of highway edges in Spanish demo-site as a combination of 

different sets results. 

6.2.2 Loss of functionality for resilience measurement 

The functionality of a RI system is can be affected by disruption events related to 

failure or damage of its asset or components, traffic accidents or to climate-hazard and 

earthquake events. One refers to them as accidents that directly or indirectly cause the 

interruption or reduction in the serviceability of a road or the road network 

influencing the vulnerability of the RI system. The measure of this reduction, i.e. loss 

of functionality (LoF), is strongly linked to the concept of resilience in terms of 
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robustness and rapidity. Most of research in transportation system [43] [44], address 

the concept of resilience as the ability of a system to withstand an event that can cause 

the reducing of performance, and to quickly restore its level of service. As shown in 

Figure 15, the resilience of a road network is given by the combination of its 

robustness (ability to withstand the disruption event) and revealing its vulnerability in 

terms of LoF and the recovery time to restore its initial level of functionality. In 

relation to the previous sub-section, the functionality of a road infrastructure system 

can be expressed in terms of travel time, then the evaluation of LoF and recovery time 

parameters allows estimating the resilience of the system [45]. The functional shape 

(delimited by red curve) depends on the path of recovery. Indeed, the functionality is 

restored at various stages of repair (e.g. closure of some lanes, reducing speed, etc.) or 

full restored (e.g. use of road just when serviceability of roads is assured) according to 

the specific scenario. 

The recovery time estimation often requires the experts‟ opinion and information on 

previous experience considering the state of existing assets, type of damages, and 

estimating the construction works capacity and availability of financial and human 

resources. 

 

Figure 15 Resilience of a road network in terms of terms of loss of functionality, adapted 

from [44]. 

In PANOPTIS the estimation of LoF through the complex network analysis is used to 

obtain the resilience indicator defined as post-event functionality, in terms of 

increasing of travel-time. Given the travel-time-bases measure previously described, 

for the k edge of the RI network, the LoF value is evaluated as: 

               (7) 

An example is given by Figure 16, the shortest paths for a set of origin and destination 

nodes are considered. By removing each highway edge belonging to the section of the 

Spanish demo site, the LoF values for each edge/road are evaluated. In this network 

analysis, the edge's serviceability is only restored when it is completely repaired, so 

the curve of the figure can be considered as triangular. 
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Figure 16 Loss of functionality values evaluated in the Spanish demo site, through network 

analysis considering a set of origin-destination nodes. 

7 Qualitative metrics for performance/risk/resilience 

In PANOPTIS five metrics are employed to quantify performance, risk and resilience. 

The first three metrics are scenario/intensity-based ones, i.e., they are defined given 

that a certain hazardous event has occurred. The scenario/intensity-based metrics are 

(i) the distribution of travel time and traffic capacity across the system, (ii) the 

probability of failure of a single system asset, and (iii) the probability of service 

interruption across the entire system, all of which are defined for given scenario 

parameters. Two more metrics are defined to convey risk and resilience under all 

potential scenarios according to their frequency of occurrence, offering a more 

general, scenario-independent perspective. These scenario-independent metrics are 

(iv) the mean annual frequency (MAF) of partial or total disruption and (v) the 

average annual losses, both of which could be defined either for a single asset of the 

system or the entire system. The first three metrics, which characterise the 

performance of either an asset or a system on a “what-if” basis, are deemed to be 

useful in the sense of assisting the interested stakeholders to understand the 

quantifiable consequences of specific hazard scenarios that are often built upon the 

reproduction of historical or design level events. The last two metrics, essentially 

offer an “all scenarios” assessment, disengaging assessment results from any single 

scenario, to provide actionable information on the overall performance or resilience of 

a single asset or the entire system, accounting for a spectrum of likely hazard events.  
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7.1 Distribution of travel time and traffic capacity 

Following a potential catastrophic event, the highway operator might need to take 

action either, for instance, by closing a number of road lanes or by reducing the 

maximum allowable speed limit until inspection and potential repair works being 

completed. These precautionary measures can either be employed locally, i.e. by 

closure of the damaged assets, or globally, i.e. along the entire highway. In both cases, 

these interventions result in increased travel times and decreased highway traffic 

capacity. The travel time and traffic capacity are computed on a scenario basis, i.e. 

before and after the occurrence of a potentially damaging event as well as at every 

time instance along the recovery process up until the full functionality recovery of the 

system. This assessment could be accomplished either via adopting a graph theory or 

an agent-based approach. An example of the latter approach is presented in Figure 

17a, where the vehicles travel normally before the event. Following the occurrence of 

a catastrophic event, the lane shown in red colour (Figure 17b) is closed by the road 

operator and the entire traffic is shifted along a single lane, which might result in 

traffic jam. It should be noted that for each natural hazard event, multiple damage 

scenarios are generated along with the associated consequences in terms of traffic 

capacity and travel time. Taking into account all the scenarios, the travel time and 

traffic capacity distributions can be estimated, as indicatively presented Figure 18. 

 

(a) 

 

(b) 

Figure 17: Agent-based model for estimating travel time and traffic capacity (a) before and 

(b) after a catastrophic event where the red lane is closed by the road operator for undertaking 

repair works. 
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(a) (b) 

Figure 18: Distribution of (a) travel time (b) traffic capacity following the occurrence of a 

catastrophic event. 

7.2 Probability of partial/total failure of a single asset  

The probability of partial or total failure for a single asset (e.g. bridge, slope etc.) can 

be determined at a given intensity measure (IM) level based on the asset‟s 

corresponding fragility curve. Typically, a fragility curve is assumed to follow the 

lognormal distribution that is fully defined by its median, IM50, and the lognormal 

standard deviation (i.e. dispersion), β. For assets treated via a system-only approach 

(see PANOPTS Del. 4.7 [46]) the probability of failure given the IM, P[failure | IM] 

can be estimated as 

50ln( ) ln( )
P[ | ]

IM IM
failure IM



 
  

 
, (8) 

where Φ is the standard normal cumulative distribution. 

Typically, when simplified modelling is employed, it is customary to define directly 

the asset fragility curve on the basis of global demand parameters and assume that this 

fragility characterises the entire asset. Nevertheless, to achieve a greater resolution for 

detailed modelled assets, failure can be also defined for any single critical component 

of the asset. Thus, for assets treated via a component-based approach, the engineering 

demand parameters (EDPs) of their critical components are determined for the given 

level of the IM through structural analysis. The probability of failure of each 

component given its EDP, P[compfailure | EDPcomp], is estimated through the 

corresponding fragility curves as 

50,ln( ) ln( )
P[ | ]

comp comp

failure comp

comp

EDP EDP
comp EDP



 
   

 

, (9) 

where EDPcomp is the engineering demand parameter of the component and 

EDP50,comp, βcomp are the median and the dispersion of the component‟s fragility curve 

that indicates failure. The probabilities of collapse of individual asset components can 

then be combined to determine a fine-grained view of the probability of partial or total 

failure of the entire asset similarly to Eq. (8).  
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7.3 Probability of service interruption  

The probability of service interruption along the entire highway for a given scenario 

can be computed from the corresponding failure probabilities of the individual assets 

along the highway. The latter are determined through Eqs.(8) and (9) for the spatially 

distributed IM values that describe the given scenario. This approach is schematically 

presented in Figure 19, where the assets of interest are shown in green colour and the 

highway in grey colour. If IM1, IM2 and IM3 are the IM values estimated for the given 

scenario for assets (and sites) 1–3, the probability of failure for each asset may be 

computed according to Eq. (8). For each highway asset, a large number, say 

N = 10,000, of binary outcomes are generated representing either failure (1) or no 

failure (0), in respect to the computed probabilities. This means that if Nf and Nnf are 

the number of values indicating failure and no failure, respectively, then for each asset 

the following equations should hold, 

P[ | ]fN failure IM N  , (10) 

 1 P[ | ]nfN failure IM N   , (11) 

f nfN N N  , (12) 

where P[failure | IM] is the probability of failure of the asset given the IM. The binary 

values generated for each asset could be then randomly sampled resulting in N 

scenarios for the entire highway, each of them indicating which assets have failed. If 

enough assets fail, cutting all possible paths from the start of the highway segment to 

its end, then this results in service interruption of the highway. For a series system, 

such as a single linear segment of a highway, one large-scale asset failure may be 

adequate to sever service across all lanes and thus terminate its operation. 

Consequently, in such a simple case, the probability of service interruption (SI) for the 

given event, P[SI | event], is computed as 

(  1)
P[ | ]

N assets failed
SI event

N


 , (13) 

where N(assets failed > 1) is the number of randomly sampled scenarios for which 

one or more assets along the highway have failed. For more complex highway 

networks, where alternate paths may be available, all such paths will need to be cut at 

the same time to result in service interruption between network nodes. 
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Figure 19: Evaluation of the probabilities of failure for individual highway assets (shown in 

green colour) for a given scenario. 

7.4 Mean annual frequency of partial or total disruption  

7.4.1 Single asset 

The MAF of partial or total disruption of an asset provides information on the number 

of times per year that partial or total disruption is caused due to asset‟s failure. This 

metric incorporates information on the occurrence rate of all potential hazard 

intensities, without being event-dependent (such as the previous one). It can be 

estimated following the same principles as specified in the well-documented 

Performance-Based Earthquake Engineering approach (PBEE, [47]), by convolving 

the hazard curve with the fragility curve associated with the asset‟s failure, as 

schematically presented in Figure 20.  

 

Figure 20: Covolution of hazard curve with the fragility curve to estimate the MAF of an 

asset‟s failure when considering a single hazard.  

When accounting for multiple independent hazards, e.g. earthquake and weather-

related ones, but not weather-related hazards counted as separate ones, the MAF of an 

asset‟s failure, λ[failure], is determined by adding the corresponding MAF values for 

all hazards as  
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1

P[ | ] ( )
hazardsN

i i

i

failure failure IM d 


    , (14) 

where Nhazards is the number of all independently occurring hazards for the asset, 

|dλ(IMi)| is the differential of the hazard curve for hazard i, and P[failure | IMi] is the 

probability failure given IMi for hazard i as determined through the asset‟s fragility 

curve. 

7.4.2 Entire system 

The MAF of partial or total disruption of the entire system can be calculated by 

aggregating the probabilities of failure of all the events that are generated when 

considering all hazards affecting the system, by assuming that they are equally 

probable, as 

 
,

1 1

1
 P[  | ]

IMfields ihazards
NN

i jyears

system failure system failure
N


 

   fieldi,jIM , (15) 

where Nyears are the number of years in the stochastic event set, Nhazards are the 

independently occurring hazards, NIMfields,i are the number of IM fields for hazard i 

and IMfieldi,j is the vector IM field for event j of hazard i.   

7.5 Mean annual frequency of repair/functionality losses and 

downtime 

The MAF of exceeding any decision variable, DV, can be computed for a single asset 

when considering all hazards affecting it, according to the PBEE framework, as 

1

( ) ( | ) ( | ) ( | ) ( )
hazardsN

i i

i DM EDP IM

DV G DV DM dG DM EDP dG EDP IM d IM 


     , (16) 

where Nhazards is the number of all independently occurring hazards for the asset, EDP 

is the engineering demand parameter (e.g. maximum interstory drift ratio), DM is the 

damage measure, DV is the decision variable and G(var1|var2) is the probability that 

specified values of var1 are exceeded given the level of var2. The final product of this 

calculation is the MAF of exceeding DV, λ(DV), thus, risk is estimated in terms of 

decision variables that make sense even to non-engineers, such as repair/functionality 

losses and downtime (that is the time to restore full functionality). In case DV is a 

scalar variable, e.g. losses or downtime, the continuous curve of λ(DV) defined for 

different values of DV is the so-called loss exceedance curve. An example of a loss 

exceedance curve is presented in Figure 21 where the economic losses are shown in 

the horizontal axis and the MAF of exceeding each loss value in the vertical axis. 

7.5.1 Entire system 

The MAF of exceeding any DV can be estimated for the entire system by aggregating 

the losses over all potential hazard scenarios. The losses for each individual scenario 

are computed by taking into account the spatial distribution of the hazard since not all 

assets are expected to be exposed simultaneously to the same level of IM. The 

resulting loss exceedance curve for the entire system can be determined assuming that 

all scenarios are equally probable as 
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   fieldi,jIM , (17) 

where λ(DV) is the MAF of exceeding the decision variable DV, Nyears are the number 

of years in the stochastic event set, Nhazards are the number of independently occurring 

hazards, NIMfields,i are the number of IM fields for hazard i and P[DV | IMfieldi,j] is the 

probability that the DV exceeds dv for the given IMfieldi,j that is the vector IM field j of 

hazard i. An example of loss exceedance curve for the system is presented in Figure 

21. 

 

Figure 21: Example of loss exceedance curve computed for a single asset or the entire system.  

7.6 Average annual loss  

The expected annual loss (EAL) of a single asset or the entire system is a scalar 

metric that indicates the amount of e.g. money that would be spent every year to 

repair the asset/system, thus offering a time-averaged view of the system‟s capability. 

It can be estimated in terms of any decision variable such as 

monetary/functionality/traffic capacity loss etc., by integrating the respective loss 

exceedance curve with time (see Figure 22), as  

0

DVEAL DV d



   , (18) 

where λDV is the MAF of exceeding DV. The same approach can be followed to 

determine the average annual loss of the entire system, by integrating the system‟s 

loss exceedance curve. 
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Figure 22: Average annual loss of a single asset/entire system calculated through the 

integration of the asset‟s/system‟s loss exceedance curve. 

8 Qualitative assessment 

A list of resilience indicators is previously introduced in section 5.2 in order to 

identify what are the inputs by the end-users and the components and modules of the 

PANOPTIS system involved to quantify them. With reference to [48], the categories 

and subcategories of resilience indicators have been analysed in order to adapt them 

to the case of RI system, which is the object of the PANOPTIS project. Table 6 shows 

the resilience capacities and the respective resilience indicators with their categories 

and subcategories and the related metrics for the assignment of the score. This list will 

be used in PANOPTIS to carry out the interviews to obtain input from end-users, 

where specified, to obtain the qualitative assessment of resilience along with the input 

coming from HRAP. 

To take into account a key component of the PANOPTIS system, i.e. the RI 

infrastructure monitoring framework in routine and post-event situations, some 

indicators and categories have been added. In detail, for the anticipatory capacity the 

indicator such as the quality/extent of monitoring system and related categories will 

be included; then for the restorative capacities, the equipment and procedures for 

post-event monitoring will be considered for the evaluation of the post-event damage 

assessment. 

In the forthcoming version 2 of the present report, as final outcome of the Task 4.5, 

the methodology for the evaluation of the overall RI resilience, based on the scores 

assigned to the specific resilience capacities, will be developed. 
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Table 6 Resilience indicators with categories and subcategories 

Resilience 

Capacities 

Resilience 

Indicators 
Resilience Categories / Subcategories Metrics 

Input from Related to 

expert 

opinion 

(end-users) 

HRAP Asset Network 

1. Anticipatory 

1.2. Quality / 

extent of 

mitigating features 

1.2.1. Equipment and procedures for 

hazard mitigation exist I = aggregated value (for No I = 0)  
X 

 
X 

 1.2.1.1. Procedures are documented i = 0 or 10  

1.2.1.2. Procedures are regulary revised i = 0 or 10  

1.2.2. Early warning system exists I = aggregated value (for No I = 0)  

X 
 

X X 

1.2.2.1. System is tested i = 0 or 10  

1.2.2.2. System is up to date i = 0 or 10  

1.2.2.3. How many hazards it covers 

i = (number of hazards covered by 

system / number of hazards 

impacting area of CI)*10  

1.2.2.4. How many assets it covers 

i = (number of assets covered by 

system / total number of assets)*10  

1.3. Quality / 

extent of 

monitoring system 

1.2.1. Equipment and procedures for 

operational monitoring I = aggregated value (for No I = 0)  

 
X X X 

1.2.1.1. Procedures are documented i = 0 or 10  

1.2.1.2. Procedures are regulary revised i = 0 or 10  

1.2.2. Early warning system exists I = aggregated value (for No I = 0)  

 
X X X 

1.2.2.1. System is tested i = 0 or 10  

1.2.2.2. System is up to date i = 0 or 10  

1.2.2.3. How many hazards it covers 

i = (number of hazards covered by 

system / number of hazards 

impacting area of CI)*10  

1.2.2.4. How many assets it covers 

i = (number of assets covered by 

system / total number of assets)*10  

1.4. Quality of 

distrubance 

planing / response 

1.3.1. Operational response plans exist I = aggregated value (for No I = 0)  

X 
  

X 
1.3.1.1. Plans are tested i = 0 or 10  

1.3.1.2. Plans are used for training i = 0 or 10  

1.3.1.3. Plans are up to date i = 0 or 10  

1.5. 1.4.1. Plans of communication and I = aggregated value (for No I = 0)  X 
  

X 
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Communication 

Systems / 

Information 

sharing 

information sharing exist 

1.4.1.1. Plans are tested i = 0 or 10  
 

1.4.1.2. Plans are up to date i = 0 or 10  
 

1.4.2. Communication system exist I = aggregated value (for No I = 0)  
X 

  
X 

1.4.2.1. System is tested i = 0 or 10  

1.4.3. Backup of communication system 

exist I = 0 or 10  
X 

  
X 

1.6. Learnability / 

Training 

1.5.1. Training system exist I = aggregated value (for No I = 0)  

X 
 

- - 

1.5.1.1. How many hazards are covered by 

training 

i = (number of hazards covered by 

training / number of hazards 

impacting area of CI)*10  

1.5.1.2. Hours of training 

i = (performed hours of training / 

necessary (planned) hours of 

training)*10  

1.5.1.3. Training programm is tested i = 0 or 10  

1.5.1.4. Training programm is up to date i = 0 or 10  

1.5.1.5. Last training was within a year i = 0 or 10  

1.5.2. Ratio of trained people 

I = (number of training 

people/number of related people)*10  X 
 

- - 

1.5.3. Training with other CI exists I = 0 or 10  

2. Absorptive 

2.1. System failure 

(integrtity of CI 

affected)  

2.1.1. Number of assets fully damaged 

(beyond reparability)  

I = (1 - (number of assets fully 

damaged / total number of 

assets))*10  
 

X X X 

2.1.2. Number of assets partially damaged  

I = (1 - (number of assets partially 

damaged / total number of 

assets))*10  
 

X X X 

2.1.3. Number of assets with a [over] 

certain percent (%) or range of damages  

I = (1 - (number of assets > certain 

%) / total number of assets))*10   
X X X 

2.1.4. Time that CI is not able to serve its 

intended function  

I = (acceptable time / total time out 

of function)*10 ; (Imax = 10)  
X 

 
X X 

2.1.5. Costs of damaged assets  
I = (acceptable cost / total cost)*10 ; 

(Imax = 10)  
X 

 
X X 

2.2. Severity of 

failure (services of 

the CI affected)  

2.2.1. Loss for certain hazards level  I = (100 - p) / 10  
 

X X X 

2.2.2. Reduced network capacity  I = aggregated value  

 
X 

 
X 

2.2.2.1. Connectivity Loss (CL)  i = (1 - CL) * 10  
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2.2.2.2. Service Flow Reduction (SFR)  i = SFR * 10  

2.2.3. Number of assets fail  
I = (1 - (number of assets / total 

number of assets))*10   
X X 

 

2.2.4. Number of assets fully damaged 

(beyond reparability)  

I = (1 - (number of assets / total 

number of assets))*10   
X X 

 

2.2.5. Number of assets partially damaged  
I = (1 - (number of assets / total 

number of assets))*10   
X X 

 

2.2.6. Number of assets with a [over] 

certain percent (%) or range of damages  

I = (1 - (number of assets > certain 

%) / total number of assets))*10   
X X 

 

2.2.7. Loss of income as a result of not 

servicing demand  

I = (1 - (total loss / acceptable 

loss))*10 ; (Imin = 0)  
X 

  
X 

2.3. Resistance  

2.4.1. Probability of failure  I = (100 - p) / 10  
 

X X 
 

2.4.2. Failure > 50% for certain hazards 

level  I = 0 or 10 (for p <= 50)   
X X 

 

2.4.3. Aging of CI  

I = (1 - (age of critical infrastructure 

/ infrastructure lifetime))*10 ; (Imin 

= 0)  

X 
 

X 
 

2.4.5. Maintenance is regular  I = aggregated value (for No I = 0)  

X X X 
 

2.4.5.1. Maintenance plan exists  i = 0 or 10  

2.4.5.2. Maintenance plan is in line with the 

Construction  project i = 0 or 10  

2.4.5.3. Maintenance is performed 

according to the plan i = 0 or 10 

2.4.5.4. Maintenance is documented i = 0 or 10 

2.4.5.5. Critical infrastructure is fully 

operational according to specification  i = 0 or 10 

3. Coping 

3.1. Redundancy  

3.1.1. How many assets have backup  
I = (number of assets with backup / 

total number of assets)*10  

  
- - 

3.1.2. After how much time backup is 

available  

I = (1 - (real time / acceptable 

time))*10 ; (Imin = 0)  

3.1.3. How long backup is available  
I = (real time / acceptablel time)*10 

; (Imax = 10)  

3.2. 

Resourcefulness  

3.2.1. Availability of interconnected assets 

(provide reserve services, could be different 

CI)  

I = (number of interconnected assets 

/ total number of assets)*10  
X 

  
X 

3.3. Response  3.3.1. Special response plan exist  I = aggregated value (for No I = 0)  X 
  

X 
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3.3.1.1. Plans are tested i = 0 or 10 

3.3.1.2. Plans are used for training i = 0 or 10 

3.3.1.3. Plans are up to date i = 0 or 10 

3.3.2. Time needed to respond 

I = (1 - (real time / acceptable 

time)*10 ; (Imin = 0)      

3.3.3. Emergency plans under Climate 

Hazards (in the context of climate change) 

exists  

I = aggregated value (for No I = 0)  

X X 
 

X 3.3.3.1. Plans are tested i = 0 or 10 

3.3.3.2. Plans are used for training i = 0 or 10 

3.3.3.3. Plans are up to date i = 0 or 10 

3.3.4. Business continuity plans under 

Climate Hazards (in the context of climate 

change) exists  

I = aggregated value (for No I = 0)  

 
X 

 
X 3.3.4.1. Plans are tested i = 0 or 10 

3.3.4.2. Plans are used for training i = 0 or 10 

3.3.4.3. Plans are up to date i = 0 or 10 

3.4. Economics of 

response  

3.4.1. Cost of response (for CI only)  
I = (1 - (total cost / acceptable 

cost)*10 ; (Imin = 0)  

X 
 

X 
 

3.4.2. Costs for replacements of services  
I = (1 - (total cost / acceptable 

cost)*10 ; (Imin = 0)  

3.4.3. Backup cost  
I = (1 - (total cost / acceptable 

cost)*10 ; (Imin = 0)  

3.5. 

Interoperability 

with public sector  

3.5.1. Procedures exist  I = 0 or 10  X 
  

X 

3.5.2. Communication system exist  I = 0 or 10  X 
  

X 

3.5.3. Joint action plans exist  I = aggregated value (for No I = 0)  

X 
  

X 
3.5.3.1. Plans are tested i = 0 or 10 

3.5.3.2. Plans are used for training i = 0 or 10 

3.5.3.3. Plans are up to date i = 0 or 10 

4. Restorative 

4.1. Post-event 

damage 

assessment  

4.1.1. Equipment and procedures for post-

event monitoring I = aggregated value (for No I = 0)  

 
X X X 

4.1.1.1. Procedures are documented i = 0 or 10  

4.1.1.2. Procedures are regulary revised i = 0 or 10  
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4.1.1.3. Information exchange to 

vulnerability assessment components i = 0 or 10 

4.2. Recovery 

time  

4.2.1. Special recovery plan exist  I = aggregated value (for No I = 0)  

X 
  

X 
4.2.1.1. How many hazards it covers 

i = (number of hazards that plan 

covered / number of hazards 

impacting area of CI)*10 

4.2.1.2. How many assets it covers 
i = (number of assets / total number 

of assets)*10 

4.2.2. Time needed for recovery  

I = (1 - (real time / acceptable 

time)*10 ; (Imin = 0) Time unit is 

flexible and is determined by the 

end user - can be minute, hour or 

day  

X 
 

X X 

4.3. Economics of 

restoration  

4.3.1. Cost of restoration  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

X X 
 

X 

4.3.2. Loss of income during restoration  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

4.3.3. Loss due to possible penalties from 

violating service level agreements with buyers  

I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

4.3.4. Costs for replacements of services  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

4.3.5. Maintenance costs after hazard  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

4.3.6. Cost of reputation  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

4.3.7. Insurance costs  
I = (1 - (real cost / acceptable 

cost)*10 ; (Imin = 0)  

5. Adaptative 

5.1. 

Substitutability  

5.1.1. Replacement of asset is possible  I = 0 or 10 (if both i = yes)  

X 
 

X 
 

5.1.1.1. Technically possible i = yes or no 

5.1.1.2. Financially possible i = yes or no 

5.1.2. Replacement of service is possible  I = 0 or 10 (if both i = yes)  

X 
 

X 
 

5.1.2.1. Technically possible i = yes or no 

5.1.2.2. Financially possible i = yes or no 

5.2. Adaptability 

and flexibility  

5.2.2. Adaptation plan exist  I = aggregated value (for No I = 0)  

 
X 

 
X 

5.2.2.1. How many hazards it covers i = (number of hazards that plan 
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covered / number of hazards 

impacting area of CI)*10 

5.2.2.2. How many assets it covers 
i = (number of assets / total number 

of assets)*10 

5.3. Economics of 

adaptation  

5.3.1. New investments take consider a 

climate change  
I = 0 or 10  X 

  
X 

5.3.3. Reputation is increased by 

implementing climate change adaptation 

options  

I = 0 or 10  X 
  

X 
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9 Conclusions 

This report is the first outcome of the Task 4.5 “RI Resilience Framework” aimed to 

develop a RI resilience framework on the basis of a systematic literature review of 

existing frameworks considering the basic parameters of RI resilience (anticipation, 

absorption, coping, restoration and adaptation). Existing resilience frameworks 

focused on CI and RI systems have been analysed providing the key elements 

considered for the measurement of resilience, identifying related tools and qualitative 

and quantitative approaches. As a result of this analysis, the resilience indicators 

proposed by the EU-CIRCLE project have been used for the development of the 

conceptual approach of PANOPTIS resilience framework, based on the information 

obtained from end-users ACCIONA and EGNATIA and considering the components 

and modules of PANOPTIS system. The PANOPTIS approach is based on obtaining 

the resilience through the monitoring, measurement and enhancement of the four main 

capacities by means of HRAP integrated system. It manages and processes all input 

and output data between all the different components thus allowing a holistic 

approach to resilience. Moreover, some resilience measures and quantification 

methods that will be implemented in the PANOPTIS system are introduced. The 

complex network analysis will be used for evaluation of the RI network performance 

and resilience through travel-time based measures. Metrics for according to two 

evaluation levels, the asset and the network ones, are proposed for the quantitative 

assessment of the resilience through MHVMs. Then, a list of qualitative indicators is 

considered for the qualitative assessment of resilience, based on interviews and end-

users expertise involved in PANOPTIS, related to organizational and economic 

aspects in order to obtain a resilience score to be assigned to each resilience 

capacities. This first version of PANOPTIS resilience framework is the reference for 

the estimation and evaluation of the resilience of a road infrastructure; in the second 

version the concepts and measures introduced in this document will be implemented 

and demonstrated through selected possible scenarios related to hazard-events. 
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Annex I  

Resilience indicators for critical infrastructure 

Anticipatory Capacity 

Probability of failure: Probability of failure is an estimation of the expected impact 

and degradation of an infrastructure following a disturbance or shock (Prior, 2014). 

This probability will vary depending on the nature of the disturbance or shock, but 

also on the nature of the critical infrastructure itself. 

Quality of infrastructure: Quality of infrastructure indicated by how well an 

infrastructure performs (Prior, 2014). Performance is influenced by design, materials, 

age, service life, and the quality of management and maintenance. Infrastructures with 

lower quality are likely to be less operable after disturbance, and this indicator can be 

used to describe performance over time.  

Pre-event functionality of the infrastructure: Assessing pre-event functionality is 

an important benchmarking exercise that can be used to inform how rapidly critical 

infrastructure function returns after disturbance (Prior, 2014). Knowing the baseline 

level of functionality of a critical infrastructure is fundamental to assessing and 

quantifying functionality change both in normal operational circumstances, but 

especially after a disruption. 

Quality/extent of mitigating features: Assessing the quality and extent of features 

associated with an infrastructure that can mitigate the consequences of disturbance or 

shock is an important a-priori resilience indicator (Prior, 2014). Mitigating features 

add to the robustness of the infrastructure, and an early assessment of their quality and 

extent can be useful in improving these features where the necessity exists. Mitigating 

features will be specific both to the type of infrastructure and the nature of disturbance 

the infrastructure is likely to be subject to. 

Quality of disturbance planning/response: Technical assessments of infrastructure 

are perhaps the most obvious when considering resilience, yet considering 

organisational planning for preparedness and response are also important (Prior, 

2014). Assessing the value of pre-determined policies that increase or maintain the 

quality and functionality of infrastructure can be a useful indicator of resilience. In 

addition, the nature and availability of repair facilities, resources or personnel can also 

increase the speed of recovery. 

Quality of crisis communication/information sharing: The quality and nature of 

crisis communication structures, and organizational information sharing between 

managers of CI and government agencies can be a useful indicator of the CI resilience 

(Prior, 2014). Where crisis communication methodologies and technologies are of 

high functionality, their deployment at times of disturbance or shock may limit loss of 

functionality, and speed up the recovery of infrastructure function. Making either 

qualitative or quantitative assessments of information sharing processes and practices 

can be particularly good indicators of the strength of relationships of the managers of 

infrastructure systems that are characterized by significant interdependencies. 

Learnability: Learnability is the ability of organization to use the lessons of their 

own and others‟ experiences to better manage the prevailing circumstances, including 

using lessons in real time as they emerge (Gibson and Tarrant, 2010). 
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Absorptive and coping capacity 

Systems failure (unavailability of assets): Observing an actual failure in an 

infrastructure can provide a clear indication of its resilience, and specifically what 

characteristic of the infrastructure, or its relationship to the disturbance, may have led 

to the failure (Prior, 2014). Many factors may influence the likelihood that a system 

fails completely, but also interdependencies, lack of security, poor management and 

disturbance planning, poor communications, etc. Systems failure can be measured in a 

binary fashion: fail, or not fail. 

Severity of failure: For instance, old or poorly maintained infrastructures are likely to 

fail such that they lose functionality completely following disturbance, and 

consequently require a complete rebuild during recovery (Prior, 2014). By contrast, 

well-managed, newer infrastructure that is designed to cope with disturbance (the 

most likely to occur in any given location) is likely to suffer less as a result of 

disturbance, and some functionality may persist. 

Just in time delivery – Reliability: Reliability is concerned with ensuring that the 

infrastructure components are inherently designed to operate under a range of 

conditions and hence mitigate damage or loss from an event (Cabinet Office, 2011; 

Watson at al., 2014; Fisher at al., 2010). The tendency of a reliability strategy is to 

focus only on the events within the specified range, and not events that exceed the 

range. Reliability cannot therefore be guaranteed, but deterioration can sometimes be 

managed at a tolerable level until full services can be restored after the event. 

Post-event functionality: Measuring functionality of an infrastructure following a 

disturbance or shock, and comparing this level to the pre event assessment of 

functionality will provide an excellent indication of CI resilience (Prior, 2014). The 

closer the level of post-event functionality to the assessed pre-event functionality, the 

more likely the infrastructure is to be resilient (in relation to a consequential 

disturbance). 

Resistance: Resistance is focused on providing protection (Cabinet Office, 2011; 

Fisher at al., 2010; Watson at al., 2014). The objective is to prevent damage or 

disruption by providing the strength or protection to resist the hazard or its primary 

impact. Resistance has significant weaknesses as protection is often developed against 

the kind of events that have been previously experienced, or those predicted to occur 

based on historic records. 

Robustness: The robustness component of resilience is the ability to maintain critical 

operations and functions in the face of a crisis (Bush at al., 2009; Fisher at al., 2010; 

Watson at al., 2014; IEA, 2015). It is directly related to the ability of the system to 

absorb the impacts of a hazard and to avoid or decrease the importance of the event 

that could be generated by this hazard. This can be reflected in physical building and 

infrastructure design (office buildings, power generation and distribution structures, 

bridges, dams, levees), or in system redundancy and substitution (transportation, 

power grid, communications networks). 

Withstanding: Withstanding is ability to sustain the damage. This includes available 

dispatch able capacity, available demand response capacity, available link capacity, 

continuity of critical services, etc. (ARUP, 2014). 

Redundancy: Redundancy is concerned with the design and capacity of the network 

or system (Cabinet Office, 2011; Watson at al., 2014; Fisher at al., 2010; IEA, 2015). 

The availability of backup installations or spare capacity will enable operations to be 
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switched or diverted to alternative parts of the network in the event of disruptions to 

ensure continuity of services. 

Resourcefulness: Resourcefulness is the ability to skilfully prepare for, respond to 

and manage a crisis or disruption as it unfolds (Bush at al., 2009; Fisher at al., 2010; 

Watson at al., 2014; IEA, 2015). Resourcefulness begins prior to an event and 

continues into the response phase. It comprises the steps taken prior to an event to 

prepare employees and management for possible threats and the application of the 

training and planning once an event occurs. This includes identifying courses of 

action, business continuity planning, and training, supply chain management, 

prioritizing actions to control and mitigate damage, and effectively communicating 

decisions. 

Response: Response aims to enable a fast and effective response to disruptive events 

(Cabinet Office, 2011; Watson at al., 2014). The effectiveness of this element is 

determined by the thoroughness of efforts to plan, prepare and exercise in advance of 

events. Some owners of critical infrastructure understand the weaknesses in their 

networks and systems and have arrangements in place to respond quickly to restore 

services. 

Economic sustainability: Local communities are interested in ensuring they develop 

and maintain a vibrant and thriving economy, even amid hazard events (NIST, (2), 

2015). Factors that might affect a community„s economic sustainability after hazard 

events include the degree to which the local economy depends on a single industry. 

Interoperability: Interoperability is the ability to cooperate at all levels with 

neighbouring cities/states and other levels of government of critical systems and 

procedures. Interoperability needs to be assessed at multiple levels (UNISDR, 2014). 

Restorative capacity 

Post-event damage assessment: Geographic information systems (GIS) and remote 

sensing technologies can, and have been used in post disaster damage assessments 

(Prior, 2014). Such technologies can be used to yield quantitative measures of damage 

to many forms of infrastructure, and therefore give a direct idea of the robustness of 

infrastructure affected by the disturbance. 

Recovery/loss ratio: Closely related to „recovery time post-event‟, the recovery/loss 

ratio is a calculation of speed of recovery based on the severity of loss (Prior, 2014). 

The more severe a loss or a decrease in functionality, the longer the recovery time. 

However, for CI that is rated as having a high level of resilience, the speed at which 

recovery occurs may be higher than similar infrastructure with lower rated resilience. 

Cost of reinstating functionality post-event: The cost of returning infrastructure to 

pre-event functionality can be used as an indirect measure of an infrastructure‟s 

resilience (Prior, 2014). This measure assumes that a greater expense (relative to the 

value of the infrastructure alone, not the value of the service the infrastructure 

provides to society) equates to more damage, and therefore lower resilience in the 

infrastructure. 

Recovery time post-event: Possibly the most well-known indicator of resilience in 

CI, the recovery time post-event is a measure of the amount of time it takes for an 

infrastructure to be brought back to its pre-event level of functionality (Prior, 2014). 
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Adaptive capacity 

Substitutability: Substitutability is an aspect of a CI system‟s redundancy, and a key 

characteristic associated with resilience in infrastructure (Prior, 2014). Substitutability 

reflects the possibility that the functional aspects of an infrastructure or infrastructure 

system can be replaced by back-up infrastructure or by other components in the 

system. 

Adaptability and flexibility: Adaptability and flexibility are capacity or ability to 

change while maintaining or improving functionality, adopting alternative strategies 

quickly, responding to changing conditions in time, designing open and flexible 

structures (RAMSES, 2016). 

Impact reducing availability: Impact reducing availability is availability of adaptive 

processes that reduce the impacts of climate change, e.g. re-allocation of facilities, 

building new facilities according to climate-ready standards, protection of existing 

critical infrastructures, etc. (Barami, 2013). 
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